v
RICE LAKE K ISHIDA TECHNICAL BULLETIN

RETAIL SOLUTIONS Bulletin Number TB20201207

December 7, 2020

Product: Ishida Uni-9, WM-AI, IP-Ai, and IP-Ai-P

Contents: Remote VNC Connection with SSH Security

Authorized distributors and their employees can view or download this document
from the Rice Lake Retail Solutions distributor site at www.ricelake.com/retail.

Background

The Ishida Uni-9, WM-AI, IP-Ai, and IP-Ai-P machines support a remote VNC connection.
The default VNC connection, however, is "open” and not secure. A secure connection
option using SSH can be added by updating the operating system and firmware as
needed.

Procedure
The steps to update the OS and firmware are listed below. Additionally, installation and
configuration of two Windows programs used for the secure connection is also provided.

Firmware

The VNC+SSH feature was added from the following firmware versions. Firmware prior
to this supports only the standard VNC connection. Update the firmware as needed
following the standard procedure.

e Uni-9: C2249T
e WM-AI/ IP-Ai: C2150
o |P-Ai-P: C2194F

Operating System Update
The OS must be updated to support the secure connection. Patch Z1760A is installed in
the same manner as a standard firmware update. These are the steps to load the OS
patch.
1. Unzip the Z1760A file.
2. Save the "patch” folder to USB drive and insert in the machine.
3. At the machine, install the patch following the same procedure as installing
firmware:
a. Enter the menus and log in with the service password.
b. Go to the Adjust menu > Download.
c. Select the "patch” (Z1760A) folder.
d. Press Exec, Exec.
4. After the machine reboots or prompts for a reboot, power the machine off and on.
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Enable VNC+SSH
After the OS and firmware have been updated the machine must be configured to support
the VNC+SSH remote connection.

1. Enter the menus and log in with the service password.

2. Go to the Setup menu > Machine No.> Global Sv. tab.

3. Set Remote Operation as ENABLE VNC+SSH.

Note: The screen below may look slightly different depending on the model.
4. Exit to the operation mode and reboot the machine.

MACHINE No. (GLOBAL SV.) DEC.07.2020 (MON) 2:07PM

DISABLE ENABLE

e OPERATION

DISABLE ENABLE VNC ENABLE VNC+SSH _

St |

Basic | 1PADDR. | Pccom WiFi G'—gf”— SYNC.

Windows Software
Two software programs are used to configure the connection and then connect to the
machine: Tera Term and UltraVNC.

The versions listed below have been verified to work. Other similar programs may also
work but cannot be guaranteed. Use the links to download and install both programs.

e TeraTerm4.97

e UltraVNC 1.2.0.6

Tera Term
Open and configure Tera Term as follows. The connection must be reestablished every
time Tera Term is started to access a remote machine.

1. Start the Tera Term program.

2. Close the "New Connection" window that appears.
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3. From the Setup menu select SSH Forwarding...
4. Click "Add..." on the Port Forwarding screen.

TT55H: Forwarding Setup >

Port Forwarding

‘ Add... Edit... Remove

¥ Forwarding

[ pisplay remote X applications on local X server

Cancel

5. Enter the settings listed below at the SSH Port Forwarding screen and click OK.
Forwarding local port: 5900

e listen: (leave blank)

e toremote machine: 127.0.0.1

e port: 5900

55H Port Ferwarding >

Select direction for forwarded port:

(®) Forward local port 5900 w listen | |
to remote machine | 127.0.0.1 | port | 5900 W

D Forward remote server port listen
to local machine part
() Forward dynamic port listen

‘ Cancel

6. Click OK at the TTSSH: Forwarding Setup screen.
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TT55H: Forwarding Setup >

Port Forwarding

Local ocalhost” port 5900 to remote "127.0.0. 1" port 5500

¥ Forwarding
[ ] pizplay remote ¥ applications on local X server

‘ oK Cancel

7. From the File menu select New Connection
8. Enter the settings listed below at the New Connection screen, then click OK.
e TCP/IP: IP Address of the machine
e Service: SSH
e TCP port#: 22
e SSH Version: SSH2
e Protocol: UNSPEC
Tera Term: Mew connection -
® TCPHIP Host: |192.168.10.100 e
History
Service: O Telnet TCP poru: |22
® SSH 55H version: 85H? o
o Other Protocol: [UNSPEG |
Serial
‘ oK Cancel Help

9. Only during the initial connection, a security warning message is displayed to gain
an RSA Password key.
10.Check the "Add this machine..." box and click Continue.
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SECURITY WARNMNING >

There is no entry for the server "192. 168, 10, 100" in your list of known
hosts, The machine you have contacted may be a hostile machine
pretending to be the server.

If you choose to add this machine to the known hosts list and continue,
then you will not receive this warning again.

The server's host key fingerprint is:
Fingerprint hash algorithm: () MD5  (®) SHA256

| SHA 256 veBfha6x 5L 80 3udUZY pr Y witR brwvEkCW fdowek

+———[RSA 2048]———+

+————[SHA256]———— +

‘ Add this machine and its key to the known hosts list

11.Enter samurai for both the User name and passphrase, and click OK.
The passphrase is shown as e.
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55H Authentication

Logaing in to 192,168, 10, 100

Authentication required.

User name: | samurai |

Passphrase: | ssssees |

Remember password in memory
] Forward agent

(®) Use plain password to log in

(T Use RSA/DSA/ECDSA/ED25519 key to log in

(7]

m
=)
[
i
=]
o
['s]

() Use challenge response to log infkeyboard-interactive)

(") Use Pageant to log in

‘ Disconnect

pos

12.The Linux Ubuntu login screen will be displayed.

13.Do not close the Tera Term program until the remote session is complete.

T 19216810100 - samurai@ishida: ~ VT
File Edit Setup Contrel Window Help

To access official Ubuntu documentation, please wvisit:
http:/7help.ubuntu.com”

B packages can be updated.
B updates are security updates.

Last login: Mon Dec 7 12:15:16 2028 from 192_.168.18_214
samurailishida:™% |
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UltraVNC
After the Tera Term connection has been established, open UltraVNC Viewer and
connect to the remote machine.
1. Start UltraVNC Viewer, enter 127.0.0.1::5900 at the VNC Server, and click
Connect.

Ultra¥MC Viewer - 1.2.0.6 >

VNC Server: | [PENTNIRVEEI -

( host:display or host::port )

Quick Options

(®) AUTO {Auto select best settings) Connect _
(JULTRA  {=2Mbitfs) - Experimental

iILAN (= 1Mbitfs) - Max Colors cancel

(CJMEDIUM (128 - 256Kbit/s) - 256 Colors
(CJMODEM (19 - 128Kbit/s) - 64 Colors
(I sLow {= 19kKbit/s) - & Colors
(JMAMUAL  (Use options button )

Options...
[Jviewonly [ JautoScaling [ Confirm Exit
[use DSMPlugin | Mo Plugin detected... w | Caonfig
[ |Proxy/Repeater | |
1. 1366 x 768 @ -2966,9 - 32-bit - 60 Hz e
[ ]save connection settings as default Delete saved settings

2. The connection is made and the screen of the machine is displayed.
Note: The machine must be in operation mode or a menu, i.e., past the date and
time start screen.
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